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What’s in the News?

Cases involved 17,642 businesses across 79 countries per the FBI.
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The cost of a data breach continues to rise

Cost per Record
average cost for each record Stolen

Cost per Incident
average cost based on average number of records stolen

Global Average Global Average

$158 15% since 2013 $4 million 25% since 2013

Highest Countries Lowest Countries Highest Countries Lowest Countries

$221
Unites States

$100
Brazil

$7 million
United States

$1.8 million
South Africa

$213
Germany

$61
India

$5 million
Germany

$1.6 million
India

Source: IBM/Ponemon Institute 2016 Study
All currencies converted to USD 
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Threats and the Human Element

Hacktivists

Criminals

Espionage

Insider

Directly attacks vulnerable systems of the targeted organization to cause 
disruption, embarrassment, and/or reputational harm

Uses social engineering, phishing, and technical exploits to steal personal 
information, extort victims, and/or conduct fraudulent transactions 

Uses social engineering, phishing and technical exploits to steal sensitive or 
proprietary data, or cause disruption, to gain an economic advantage 

Uses familiarity and knowledge of internal systems and processes to, 
intentionally or unintentionally, cause financial loss, disruption, or damage

**Awareness and basic system hygiene will go a long way in reducing risk**

Definitions:
• Social engineering: the use of deception to manipulate individuals into divulging confidential or personal information 

that may be used for fraudulent purposes.
• Phishing: the fraudulent practice of sending emails purporting to be from reputable companies in order to induce 

individuals to reveal personal information, such as passwords and credit card numbers.
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Changing Threat Landscape

Established
 Well-defined threat actor 

owning every stage in the 
“Kill Chain”

 Persistent attacks

 Well understood motives

 Parasitic model

 Externally focused

 Bounded IT environment

Emerging
 Threat marketplace

 Persistent AND multi-
channel

 Nuanced or obscured 
motives

 Destructive model

 Internal and external

 Cloud, BYOD, SaaS, 
Mobile…
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At Fifth Third Bank, we take the security and confidentiality of your accounts 
and personal information very seriously. We are constantly enhancing our 
technologies, techniques, processes, and skills in support of our mission.

How Fifth Third Protects Both Our 
Customers and the Bank

• Strong multi-factor authentication and fraud 
monitoring services

• Internal payment systems with built in 
segregation of duties processes

• Programs built upon the US National Institute of 
Standards and Technology (NIST) framework for 
Critical Infrastructure

• Constant Regulatory oversight to ensure 
adherence to framework and standards
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Business Checklist

What You Can Do What You Can Do


Install and regularly update security tools (anti-
virus, anti-spyware, firewalls, etc.)

 Set up dual controls.

 If your company has internet sites, incorporate 
intrusion detection and vulnerability management
tools.

 Use an up-to-date browser and apply patches 
regularly.

 Turn off and remove services that are not needed, 
like USB drives.

 Set rules about employee use of the internet.

 Make sure employee computer profiles have the 
least privileges possible.

 Never enter personal or customer-specific 
information into a public computer.

 Use a mail service that blocks or removes email 
file attachments commonly used to spread viruses.

 Make sure all employees use good security habits.  
Establish a security awareness program.

 Ensure only approved company applications are 
deployed and keep them patched.

 Consider adhering to an FBI recommendation for 
small businesses to dedicate one computer to 
handle online banking activity.

 Establish a procedure employees should use if 
they think their computer may be infected.

 Download the free Trusteer Rapport software 
available on our site to add another layer of 
security.

 Install pop-up blockers on your system.  Review your account balance online on a daily 
basis to identify any fraudulent transactions.

Just as the Fifth Third Bank team is committed to protecting both our clients and the 
enterprise, our business clients have similar obligations. Here are some highly effective 
actions businesses can take to protect their own network, company, and clients.  
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Personal Checklist

Know What To Look For and What To Do Know What To Look For and What To Do


Beware of fraudulent emails. Never click on 
unverified links or attachments.  Be wary if they 
include a sense of urgency.  

 Keep all your software current.  This includes 
security, browser, operating system and all other 
applications.


Be on the lookout for spoofed or fake web sites.  

 To be safe, always type the URL (e.g., 
www.53.com) in the address bar to access a web 
site.

 Do not use public computers and/or WiFi to 
access websites that require you to log in or to 
send sensitive information.

 Encrypt or mask sensitive information before 
sending it.

 Be aware of the potential for “shoulder surfers” 
when using your computer or mobile device in 
public.

 On mobile devices, only download information and 
apps from trusted sources, such as Google Play 
and Apple iTunes.

 Be cautious of unsolicited requests for information 
via email, text messages, or phone calls.

 Properly dispose of old computers and mobile 
devices. Use specialized software to erase all 
information prior to disposal.

 Monitor your online financial accounts frequently 
to identify unauthorized transactions. Leverage 
alerts.

 Report unauthorized transactions to your financial 
institution immediately.

 Check your credit report at least once a year.  
Leverage alerts.

 Use strong passwords, and do not use the same 
user ID and password on multiple sites.

 Look for “https” at the beginning of the URL before 
entering any sensitive or personal information.

 Password protect your mobile device and use its 
auto-lock feature.

In addition to the safeguards Fifth Third has put into place, being an educated consumer 
is your best defense.  Below is a checklist of items that will help users know what to look 
for and what to do to protect both your personal informational and financial assets.  

http://www.53.com/
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THANK YOU
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